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1. Proposed Conclusions

Assumptions from responses:

· For sake of clarity, let’s consider these two definitions

· UAV ID: it is the UAV identity known by the 3GPP system and used by the 3GPP system

· CAA ID: it is the “aviation level” identity, assigned by functions in the aviation domain (e.g. USS) , and used for Remote Broadcasting

NOTE: whether the two are the same and how they are allocated needs to be defined, see proposals.
The proposed conclusions will be used to identify solutions for the conclusions of the TR.

1. The CAA ID is assigned by the USS or the UTM in general.

2. Whether the UAV ID and the CAA ID are one and the same depends on the specific solutions. 

3. The MNO is aware of the identity of the UAV, whether it is one single ID (i.e. CAA ID = UAV ID) or they are separate. At a minimum, a mapping shall be possible in the mobile operator network between the UAV ID and the CAA ID.

4. Solutions need to allow the registration of the UAV with the CAA (Civil Aviation Authority, which varies from country to country) by using the UAV device serial number

5. For the UAV ID or the CAA ID, depending on which one gets used in the various solutions and exposed to third party, privacy must be possible. This e.g. may correspond to the FAA Session ID, with a lifetime TBD and whose lifetime definition may be outside the scope of 3GPP. Security solutions to provide such privacy are outside the scope of SA2 (e.g. SA3), and may be outside the scope of 3GPP (e.g. ASTM).  

6. For UAV authentication and authorization the following is identified :

· The UAV is authenticated at registration with the 3GPP using the existing UE authentication mechanisms based on MNO credentials

· A UAV authorization/authentication (details TBD, may not be in scope of 3GPP depending on solutions, e.g. the results of such procedure may be known to the 3GPP system) takes place between the UAV and the USS/UTM. 

i. This may be out of band and performed before accessing the 3GPP system. We can refer to this as an application-level functionality.

ii. This is not performed each time the UAV registers with the 3GPP system

iii. This is not performed on a per-flight basis and may have a longer lifetime

· A UAV hardware authentication/authorization is performed when the UAV accesses the 3GPP system at 3GPP registration. This is needed to avoid SIM-swapping issues, and to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM. This involves the USS.

· Pairing between the UAV and the UAV controller for the use of UAV3 may be at least authorized, or even autenticated (see 8 for connectivity between UAV and UAV Controller). 
i. The pairing may be authorized by the USS/UTM, not by the 3GPP system. The 3GPP system transports the information used for such authorization using existing mechanism (with proper adaptations, e.g. new IEs). 
ii. The authorization/authentication aspects are between the UAV and the USS/UTM, however the results are made known to the MNO in order to enable the USS/UTM to control (i.e. enable) the connectivity between the UAV and the UAV controller. 
iii. Mechanisms are TBD (e.g. proposal on PDU session authentication, or using NEF).

NOTE: in some scenarios, the UAV to UAV Controller pairing may be established before the UAV connects to the 3GPP system or even before the UAV is registered with the USS/UTM. This may be common in case UAV8 is used. 

· The 3GPP supports the authorization of flight plan (i.e. the aviation-level flight plan authorization that UAV needs to receive from USS/UTM) between the UAV and the USS/UTM. Details are TBD (e.g. USS/UTM may use the MNO services to determine the UAV location before authorizing the flight plan)

7. The solution considered by 3GPP must consider the presence of more than one USS per region. Region in some geographies may correspond to a country or a set of countries (e.g. the whole Europe, North America including Canada, USA, and Mexico, etc.). Definition of region is outside the scope of 3GPP

8. UAV-UAV Controller connectivity

· Pairing may be authorized as described in (6) above

· The UAV is authorized for connectivity to USS over UAV9 based on existing MNO policies  and is allowed to establish connectivity with a DNN to exchange traffic with the USS without USS authorization

· The establishment of connectivity for UAV3 (and UAV4) may be authorized by the USS/UTM
· The USS/UTM may be indicating to the 3GPP system revocation of UAV4 connectivity between the UAV and UAV Controller.

9. Geofencing is an air traffic control functionality performed by the UTM

· The 3GPP system provides enablers to support geofencing functionality in UTM, e.g. location services, control of UAV3/UAV4 for C2 connectivity, event notification to a subscribing USS/UTM, etc.

· No specific geofencing mechanisms are studied in this study item

· It is expected that the features provided to the USS/UTM are both for geofencing (in flight UAV) and geocaging (UAV on the ground intending to fly)

NOTE: some proposals mentioned geofencing performed in the 3GPP system is needed when the UAV skips the authorization from USS. However, with the current suggested conclusions, such UAV would not be authorized for UAV3/UAV4 connectivity.

10. Activation of RAN aerial features (i.e. indication from CN to RAN that the UAV is authorized for aerial operations)

· Features implemented by RAN for support of aerial vehicles are never de-activated for a UAV that is in flight

· TBD on whether we want the CN to indicate to RAN such features are allowed for the UAV only if the UAV is properly authenticated and authorized for flight. Group seems split 60/40
· Proposal: leave this out of scope of Rel. 17
11. Broadcast Remote ID

· Consistent identification information for the UAV is used for Networked Remote ID and Broadcast Remote ID (this comes from FAA NPRM)

· Therefore the UAV identification information used for Networked Remote ID needs to be future proof and be applicable for Broadcast Remote ID

· The study will not define how the solutions defined in Release 17 apply to access technologies outside the scope of 3GPP (e.g. Bluetooth or Wi-Fi)

2. Question 1: UAV Identifier
A UAV Identifier (UAVID) is needed for Remote Identification purposes, as indicated in regulatory requirements (e.g. FAA indicates it can be as simple as a Serial Number or can be some form of Session ID; FAA reckons some privacy may be needed for such identifier). Shall the 3GPP system be involved and be aware of such UAV ID?
Who assigns the UAV ID?
Answers:

	Company
	Comments

	Qualcomm
	Yes, it is required for procedures of UAV Identification, tracking, and will simplify the interaction between the 3GPP system on one side and the USS and TPAE on the other side (e.g. for USS requests to the 3GPP system wrt a specific UAV). USS must be aware of the UAVID assigned to a UAV and must be able to relate this to the UAV data (UAV hardware ID, pilot information, etc.).
Even if Broadcast Remote Identification via PC5 is not in scope of Rel. 17, FAA mandates the support of Broadcast Remote Identification (e.g. via BT, Wi-Fi, etc.). Allocating a single UAV-ID for both Networked Remote ID and Broadcast Remote ID is what is mentioned in FAA requirements (i.e. their reference to Session ID).

We believe a function in the 3GPP system should allocate the UAV ID for the UAVs served by the MNO, whereas USS/UTM would be just aware of the actual hardware ID, Pilot ID, etc. of the UAV. Such function would correlate the two information. 

It shall be possible to update at any time the UAV ID of an UAV.

	Futurewei
	The UAV ID should be the unique Identifier of the UAV for ID and tracking. Per FAA UAV requirement, there are 2 types of Identifier being considered:  unique serial number assigned during the production or Session ID provided by remote ID USS. The serial number is preferred by FAA which is used to correlated to the registration data, but session ID can be also used for privacy concerns.  The association between serial number and session ID would be available to the issuing Remote ID USS, the FAA, and other authorized entities, such as law enforcement. China Civil Aviation regulation also require both ID. Therefore,  both IDs (ID assigned by USS and serial ID) are need for UAS ID and tracking. Because the USS assign ID is a dynamic assigned ID by A USS (there can be different USS within one region),  and may not be physical visible to the TPAE, therefore, there is no assumption that TPAE and UTM are always use USS assigned ID for UAV ID and tracking. UAV physical ID (like serial No.) has to be considered in the solution. 
If 3GPP operator is acting as remote ID USS, 3GPP can provide USS assigned ID (session ID) and correlated the session id with serial ID which is provided by the UAV producer and can be IMEI. 

 

	OPPO
	Following is extract from FAA documentation of Remote Identification & Tracking…
https://www.federalregister.gov/d/2019-28100/p-138
The required message elements include, among others, a UAS Identification to establish the unique identity of the UAS. Operators would have to choose whether to use the serial number of the unmanned aircraft or a session ID (e.g., a randomly-generated alphanumeric code assigned by a Remote ID USS on a per-flight basis designed to provide additional privacy to the operator) as the UAS Identification. The required message elements are discussed in section XII.C of this preamble.

Our view is while the UAV's serial number can be used, "additional privacy to the operator" has to be considered. So for Remote Identification & Tracking, we would want to use session ID/assigned ID/UAV_ID - call it what we can agree with. Furthermore while the FAA only suggest that by example the USS assigns this session ID/assigned ID/UAV_ID, we are against 3GPP assigning this session ID/assigned ID/UAV_ID as we see that ownership and responsibilities for uniqueness and privacy issues of this UAS related piece of information need to be in the UTM's domain – of which USS is part of. 
In addition, we have been lead to understand that this session ID/assigned ID/UAV_ID could be provided to the UAV at point of sale or by UAV owner contacting his/her UAS regulator by means other than 3GPP. As means to get to the UTM/USS for such "offline" registration and obtaining session ID/assigned ID/UAV_ID must be supported, giving 3GPP the right to issue this session ID/assigned ID/UAV_ID will mean more than one point of issuing this information and that would further create complexities in controlling and managing this session ID/assigned ID/UAV_ID. Thus we consider that only the USS can issue the session ID/assigned ID/UAV_ID.
However, we do agree that the 3GPP system have to be aware of this session ID/assigned ID/UAV_ID issued to the UAV , as that could be the binding information for UE's profile (including e.g. 5G-GUTI, PEI etc) in 3GPP system to individual UAV's profile including e.g. serial number, pilot's details etc) in UTM/USS and TPAE.


	TMUS
	The 3GPP ID should use an internal ID separate and distinct from the governing authority ID – this will require a network function to assign the 3GPP ID and map from the external ID used by the authority (i.e. FAA).  As the 3GPP ID is an internal ID not exposed or referenced by other entities we don’t see a need for this to be changed so long as the IMSI of the device remains the same – clearly if device has an exchangeable rather than built in uSIM the ID will need to change if the UICC is removed.  For privacy reasons we don’t think the IMSI should be used for the 3GPP UAS identifier.

	Huawei
	UAV Serial Number is not suitable for UAV identification, due to security/privacy concerns, therefore there needs to be a dynamically assigned ID for UAV identification. The identifier used in Broadcast Remote Identification should be refreshable and therefore it is not suitable to use as a long term identifier between the network and USS.

We believe it is the USS allocates the UAV ID for the UAV identification and tracking.

	InterDigital
	3GPP systems shall be aware of the UAS identification to the extent that it can enable tracking of the UAV 

3GGP system already supports location tracking procedures of the UE onboard the UAV that are optimized using 3GPP native identifier(s). 3GPP system can export such information to USS using for example GPSI.

We believe it is sufficient for the 3GPP system to map a UAS identifier to the associated 3GPP identifier where the USS/UTM should be responsible to allocate such UAS identifier:

As per FAA, allocation of such identification may be done on a per flight basis (i.e. as a session id) or using unique UAV id (e.g., serial number). Former may be required for privacy based on privacy regulatory requirements and/or operator preference. These identifier allocation aspects being dependent on USS/UTM regulatory or business requirements, should therefore be left under USS/UTM responsibility.

	Samsung
	UAV ID (include both HW serial number and temporal ID for remote identification) should be transparent to 3GPP, and the management of UAV ID is the role of UTM. To support the UAV specifica operations by 3GPP, a 3GPP ID (e.g.  session ID) can be used, not UAV ID. 

	Tencent
	The Remote ID requirements stem not only from FAA in North America, as other CAAs (ICAO, EASA) work towards similar requirements for future Drone identification. While the regulatory deals in all jurisdictions still seem up for comments or discussions, it appears that at least some jurisdictions will require Remote ID for certain UASs. 

ASTM is playing an important role in defining potential mechanisms for the identification of an UAV, and also appears as one key source of input towards the FAA. The current ASTM F3411-19 considers the Broadcast ID to be equally important as the Network ID. 

While there are two major forms of IDs proposed by FAA and ASTM, namely broadcast and network ID,  the connections between the two, we fear, not particularly well understood—neither by ASTM and FAA, nor here in SA2 SI.  More study and discussion seems warranted.  

FAA’s  current preference seems to be to require both broadcast and network ID.  We believe that 3GPP’s role for the broadcast ID may be limited, as many UAVs will likely not be equipped with a 3GPP air interface—most of the discussion outside 3GPP appears to be directed towards Bluetooth or WLAN links.  For UAVs equipped with an 3GPP air interface, however, the features of 3GPPs’s may enable a unique handle that could be mapped to an ID as understood by the ATC system.  The same may be true for the network ID.  We do not believe that 3GPP has a role beyond providing a unique ID that’s mappe elsewhere to the IDs as processed by USS and beyond, for both privacy reasons and because a large percentage—probably a majority—of UAVs will initially not be equipped with a 3GPP air interface.

Who assigns the UAV ID?  Some jurisdictions appear to have a preference for self-assigned IDs, or dynamicly assigned IDs that are mapped to specific UAVs and remote pilots.  Others appear to be stuck at the notion of centralized, ATC or or aircraft registration authority for the UAVs.  In neither case 3GPP appears to have a role.



	LGE
	We think UAV ID needed for Remote Identification is dynamically assigned by USS/UTM.

	Nokia
	UAV ID is the ID used at application level, so it shall be assigned by UTM/USS. However, UAV ID shall be known to the 3GPP network as well, as 3GPP network has to provide the remote ID data to the UTM/USS per UAV ID. 

	Airbus
	Agree fully with OPPO and their reference to the FAA Remote ID NPRM, we are against 3GPP assigning this session ID/assigned ID/UAV_ID as we also see “that ownership and responsibilities for uniqueness and privacy issues of this UAS related piece of information need to be in the UTM domain – of which USSs are part of.” Indeed also the ID would be either provided at the point of sale or from the regulator as in the FAA UTM ConOps (see proposed Question 7), so giving 3GPP the right to issue this ID will, indeed, create unnecessary complexities in managing this ID. 
We believe at least in the United States, MNOs will not be recognized as Remote ID USS’s. It is expected the ID would be provided by the manufacturer or the regulator.

We do not think that IMEI should be used as UAV_ID or as UAV serial number, since the 3GPP radio onboard provides only one possible radio connection for the UAV. But as mentioned, allocation of UAV_ID is out of scope of 3GPP specifications.

	Lenovo/Motorola Mobility
	Who assigns the UAV ID?

According to regulatory requirements a UAS operator is required to register to a UTM/USS. The regulatory requirements state that the responsibility of assigning an identifier for remote identification is the responsibility of the UTM/USS. 

Shall the 3GPP system be involved and be aware of such a UAV ID?

The UAV ID should be propagated within the 3GPP system but there is no requirement the 3GPP system to allocate/manage the UAV ID.



	
	


3. Question 2: Levels of UAV authentication
What levels of “UAV authentication” are we going to consider?
3GPP has the following requirement:
“The 3GPP system shall enable a UAS to send different UAS data to UTM based on the different authentication and authorizations level which are applied to the UAS.

NOTE: 
Subject to the regional regulation, the different authentication and authorization levels can be: the initial network access authentication and authorization, UAS identity authentication, UAV flight plan authorization, additional UTM service authentications, such as flight monitoring, collision avoidance services, so on.“
However, regulatory requirements do not introduce any UTM-based authentication for UAVs. E.g. FAA NPRM only introduces UAV hardware verification (e.g. based on serial number or more complex identifier) when the UAV operator registers the UAV with the FAA.

Answers:

	Company
	Comments

	Qualcomm
	1. Initial authentication of the UE in the UAV is performed when the UAV registers to the 3GPP system, as normal 3GPP authentication based on USIM credentials. This is not up for debate since it is part of normal UE operations.
2. We believe an “authentication/verification” of UAV hardware is needed when the UAV operator registers the UAV with the UTM (e.g. upon UAV purchase). This enables the MNO to ensure that the actual UAV authorized by the CAA (e.g. FAA) upon registration with FAA is the UAV that is attempting to use the MNO resources. 
3. We believe that the MNO should be able to verify not just the USIM subscription as being for aerial features (as in Rel. 15), but also that the UAV hardware is the one approved by the UTM in (2) above. This should be based on a UAV ID that can be correlated in the UTM to the actual hardware of the UAV..

4. We believe that specific UAV flight plan authorization should be enabled: this may be done dynamically at each flight but that it shall be possible to get a form of “blanket” authorization by the USS for the UAV.

	Futurewei 
	There are at least 3 level of authentication and authorization can be considered in the 3GPP when that SA1 requirement was introduced:

1. UAV hardware authentication and authorization. As QC indicated, UAV hardware verification is needed in this phase. Also because in many cases which the UAV has imbedded communication module (UE) (some CAA, like China, considering for certain UAV has to have imbedded UE with certain features for certain flight operations), therefore during the UE authentication, if this UE is also UAV, some additional aspects need to be considered, such as those UAV hardware verification may need to be considered. And at this phase, the interact with UTM may also be needed. 
2. UAS data connection authentication and authorization in order to establish connection with UTM. This is for the authorization of the critical control connections between UAV and UAV controller and UTM. This is related to the flight operation of the UAV, different aspects will be considered in this phase, such as the association with the controller, the operator ID, the UAV location restriction(related to fly plan), as well as some connectivity requirements, so on. Also at this phase, the interact with UTM may also be needed. 
After this phase, UAV may receive a new assigned UAV ID for its fly operation by USS. 

3. UAV application level authentication and authorization.  UTM may provide some additional UAV management services to on top of the basic services, such as flight following. The authentication and authorization may dependent on the UAV application level subscription.   And depend on how much USS roles 3GPP would like to take, then we know how much support from 3GPP can provide for this level of authorization. For release 17, we suggest not to consider this and only focus on the first 2 level.  

	OPPO
	i. To prevent SIM swapping, we support that there be a UE/USIM 3GPP level authentication and registration checks in addition to needing UTM registration/authorization for UAS to operate flights. The two go hand in hand but the 3GPP part should not get involved with checks on UAV hardware, pilot's details etc. There has to be separation of information.

ii. We accept FAA guidance does not point to UTM based authentication. For instance provision of flight operation details can be done as part of registering to UTM for UAS operations and then the authentication for the registering part would be sufficient. However, we do not exclude that certain regulators might require that extra level of authentication. Hence we see UTM based authentication has to be possible but not mandatory.



	TMUS
	Authentication of the UE is not sufficient – all this does is verify the identity of the UE for connection to the 3GPP network, and providing connectivity to the 3GPP network – additional authentication of the UAV is necessary.

In our understanding authentication and authorization are different, and an authenticated UAV may receive different levels of authorization for operation, this may be based on regulation, location, TOD, and the specific UAV use (e.g. individual hobby drones may have different authorization vrs commercial drones, vrs fleet drones etc).

	Huawei
	1. The initial network access authentication and authorization should be mandatory and performed by MNO, including Aerial UE Features authentication and authorization.
2.  “Authentication/verification” of UAV hardware shall be part of UAS Identity authentication performed by UTM/USS, this can be performed by UTM/USS via invoking specific APIs of MNO to check related hardware information.
3. MNO needs to provide necessary information (e.g. UE location) to facilitate the UTM/USS for flight plan operation, e.g. network generated position so the UTM can verify whether current UE location is permitted for take-off.  Leveraging 3GPP defined positioning method to retrieve UAV location is more trusted than other positioning system e.g. GPS information from UAS.

	InterDigital
	We believe several levels of UAV authentication and authorization are needed (besides the obvious one for UE network access) to support the various operational scenarios for UAS operations. 

1. UAV authentication and authorization by UTM: we believe a joint authentication by MNO and USS/UTM of both subscription and UAV based on USIM credentials and unique UAV id part of UAV certificate (e.g., delivered by local registration authorities) is necessary. We believe the UAV credentials generation (e.g., certificate) should be assumed as a pre-requisite and conducted via a procedure outside of 3GPP scope. For example, some countries like Canada require a drone registration process through an official website. Such drone registration is independent from any network-based registration (e.g., a drone operator may register a drone before the purchase of a subscription from an MNO).

2. UAV and UAV-C pairing authorization: verification by USS/UTM that a given UAV-C is authorized to operate a UAV. This may be based on proof of ownership or right to operate, for example by using common credentials (e.g., common owner/operator certificate). Noting that UAV may be paired with UTM for UTM-based navigation.

3. Flight time authorization: verification by USS/UTM that a submitted flight plan is authorized. 

We believe all above UAV authorization levels by USS/UTM are required for the MNO to authorize connectivity for C2 communications. Optimizations are however possible where authorization verification by USS/UTM may be performed in advance, all at once (e.g., UAV with a pre-authorized flight plan using UTM navigation, pairing combined wih flight plan authorization)

	Samsung
	For safe and successful operations of UAV, cetain level of AA is needed such as UAV hardware verification/authentication, 3GPP registration and connectivity support to UTM, and UAV flight authorization 

However, hardware verification/authentication, flight authorization is the role of UTM, not 3GPP system. In our view, it is enough that 3GPP system provides the means to communicate with UTM, and USIM-based authentication/authorization.

	Tencent
	First, we note that the SA1 requirement is relative to the UAS, and not to the UAV.  That careful language is of particular relevance as many UAVs, in our opinion and for the foreseeable future, will not carry a 3GPP air interface, and instead rely on teethering of the controller to a piloit-carried handset or the like.

As for the questions:

1. UE network access, either of the UAV or of the UAV-C, directly, or through tethering.

2. Only when 3GPP-based broadcast  ID is both implemented and feasible (i.e., if 3GPP broadcast ID were specified, implemented in the UAV, and the UAV had connectibity), or 3GPP network ID were feasible (i.e., the UAS has connectivity, directly or through tethering), it may make sense that the UAS registers and authorizes itself to an operator-run service.  Alternatively, the UAS may register directly to an USS over the Internet.  In both cases, authorization is required.

3. If the UAV includes an 3GPP air interface, AA vis-à-vis the operator is required to make use (and get charged for) the “aerial features”.  This seems to be of particular relevance for autonomous UAVs, i.e. not under line-of-sight control by a remote pilot.

4. All above are network-related, technical authorizations.  There may be UAS mission specific authorizations, including for example flight plan, time of day/night restriction release, non-line-of-sight release, weather-related, airspace related, weight related, noise-abatement related, and so forth.  All of those require authorization, which will often need to consist of authorizing both the UAS and the remote pilot controlling the UAS (if any), as certain privileges may be reserved for pilots carrying advanced certificates or ratings.  Again, those authorizations may be handled by the operator or directly, over the Internet, between the UAS and the USS.



	LGE
	We think the followings are needed.

1. UAV authentication & authorization when the UE operating as UAV performs registration to the 3GPP System.

2. UAV authentication & authorization when the UE operating as UAV establishes PDU Session.

3. Authorization for flight.

	Nokia
	The initial network access authentication and authorization is mandatory for a UE with UAV capability. This happens when the UE registers to the 3GPP network based on normal UE authentication and authorization.

UAS identity authentication is also mandatory for the verification of the UAV hardware. This is done at UTM/USS during UAS registration: 

· when UAV3/UAV4 C2 connection is via UTM/USS, the result of UAS identity authentication (includes the authorization of the UAV and UAVC association) does not have to be known to the 3GPP network, as the UTM/USS is responsible for establishing the UAV3/UAV4 C2 connection

· when UAV3/UAV4 C2 connection is not via UTM/USS, the result of UAS identity authentication (includes the authorization of the UAV and UAVC association) has to be known to the 3GPP network, as the 3GPP network is responsible for establishing the UAV3/UAV4 C2 connection

UAV flight plan authorization and additional UTM service authentications is necessary, which is also be performed during UAS registration to the UTM/USS. However, those are service level authentications and authorization, which are out of scope of 3GPP. If any 3GPP capability is used by those service level features, the UTM/USS can request them from the 3GPP network using service capability exposure interfaces or APIs.

	Airbus
	We agree the 3GPP system shall handle the aerial UE identification/authentication, and authorization to use the MNO’s network for aerial UE connectivity. There could be the ability to notify the USS of successful 3GPP authentication/authorization. But, agree with OPPO that MNO should not get involved with UAV hardware checks, pilot details, nor with UAV-USS level authentication/authorization procedures. 

The statement that regulatory requirements do not introduce any UTM-based authentication for UAVs is incorrect, FAA guidance in the LAANC and Remote ID Cohort rules have authentication requirements directly between the regulator and the USS, and does not involve the MNO.

The following is a check that we believe the regulators have not asked for, and are instead working out the connection with UTM providers, not with 3GPP:

““authentication/verification” of UAV hardware is needed when the UAV operator registers the UAV with the UTM (e.g. upon UAV purchase). This enables the MNO to ensure that the actual UAV authorized by the CAA (e.g. FAA) upon registration with FAA is the UAV that is attempting to use the MNO resources.” 

We believe verifying that the UE is with the proper UAV is also out of the scope of 3GPP. 

We believe UAV flight plan authorization is also out of scope of 3GPP, and rather, is in the scope of UTM. This is currently referenced in the EASA U-Space Opinion, the FAA UTM ConOps, and is being standardized in ASTM WK63418, where most UTM functions are being standardized. 

However, if requested by USS/UTM, the MNO should be able to provide coverage/capacity information on a requested route.

In summary, the only authentication 3GPP should be responsible for is the initial UE authentication.

	Lenovo/Motorola Mobility
	A UAV should register to the network using its 3GPP credentials using standard 3GPP procedures. 

Lenovo view is that authentication with a UTM/USS is required only when the UAV uses the 3GPP network for C2 operations.

	
	

	
	

	
	

	
	

	
	

	
	


4. Question 3: Control of connectivity between UAV and UAV Controller 

Shall the 3GPP system enable open user plane connectivity between a UAV and other entities, or shall the 3GPP system enable connectivity between the UAV and UAV controller only after authorization (e.g. UAV authentication, flight plan authorization, or both)?
Answers:

	Company
	Comments

	Qualcomm
	UAV shall be allowed connectivity to USS by default (e.g. for any “management” functions, and to allow UTM to control the UAV e.g. in case of emergency).
UAV to UAV controller shall be enabled only once the UTM allows the UAV-UAV Controller pairing and it authorizes both flight operations and flight plan. This prevents misbehaving UAVs controlled by a networked UAV controller or a non-networked UAV controller that use IP connectivity to the UAV from controlling the UAV.
The 3GPP system shall be capable, upon instruction from USS, to revoke the connectivity between the UAV Controller and the UAV. 

	Futurewei
	UAV as UE can establish any default data connectivity for its application level traffic. But for the C2 and the connectivity with UTM are critical connections for the UAV flight control and management, and it’s part of UTM. So the connection between UAV to UAV controller and UTM should not be established until the UAS are authorized by UTM. Agreed with the example given by QC.   

If 3GPP operator is not acting as USS and only provide data connectivity for the UAS, then the authorization of data connectivity between UAV and UAV controller and UAS level authentication and authorization can be two independent procedure. 

But If 3GPP operator is acting as USS, which means 3GPP system have visibility of UAS related subscription information, so it can assist UTM by being part of the overall UAS authorization and authentication procedure, such as authorize the connectivity basing on the restriction defined in the subscription, or  trigger the secondary authorization with UTM during PDU session establishment phase.
3GPP system shall be capable, upon instructions from UTM or USS, not only revoke the connectivity between UAV controller and UAV, but also modify the connectivity.  

	OPPO
	It should be both. For instance, initially before flight operations are authorized, the UAV could go through 3GPP to register to UTM/USS as part of getting the session ID/assigned ID/UAV_ID for Remote Identification & Tracking. But later for using 3GPP resources for C2 (i.e UAV3), 3GPP should allocate requested resources if 3GPP knows there is (prior) UTM authorization for UAS operations.

	TMUS
	We do not think it is the responsibility of the PLMN manage the pairing between a specific UAV and a specific UAV controller (in normal operation), and therefore think any such function is outside 3GPP.  However, we think that separate connections between the UAV and the UAV controller and the UTM are necessary, and so that if necessary the UTM/USS may revoke the connection used for a UAV controller to operate the UAV (which side of the link is TBD) .  Once severed the USS/UTM will need to be responsible for the control or re-direction/re-establish a new connection to an approved entity.  The UTM (or other function in concert with the UTM) will need to be included in the authorization of a connection to be used for control of a UAV or by a UAV controller. 



	Huawei
	5GS should not restrict user plane connectivity between a UAV and other entities, e.g. USS. 

5GS may only enable connectivity between the UAV and UAV Controller after authorisation of UAV and UAV Controller by the UTM. There may be other cases for the UTM to authorise the UAV and UAV Controller pairing and this is enforced via application layer. 5GS should therefore request permission to establish user plane connectivity between a UAV and UAV Controller from the UTM.

When UAV-UAV Controller pairing is no longer allowed or authorization of flight operations and flight plan is revoked, connectivity between the UAV Controller and the UAV may be impacted, e.g. revoking or modification, however this is a decision of the UTM and not 5GS.

	InterDigital
	We believe connectivity to USS/UTM should be authorized based on valid subscription for aerial operations (e.g., allow exchange over UP of data for authorization)

Authorization for connectivity for C2 communications (with UAV-C, UTM) should be subject to obtaining successful authorization based on the authorization levels presented in Question 2.

Revocation of authorization for connectivity should consider not only a request from the USS/UTM for such revocation but also the operational context of the UAV. For example, cutting the connection of a UAV while mid-flight without necessary precautions may lead to disastrous consequences, huge liability for the MNO.

	Samsung
	It is up to operator’s policy. 

Allowing data connectivity to DN for unauthorized UAV is depending on the operator policy unless a strong regulation. (e.g. to support firmware update, support data connectivity of UE behind UAV)

	Tencent
	This question needs further study and input—perhaps a lot of it—from both regulatory and legal experts.

We note that in man-carrying aviation, CAAs have been very reluctant to infringe on a pilot’s ultimate authority of the command of the aircraft.  We believe that a good part of this reluctance stems from a shift in liability away from the pilot and towards ATC, which ATC agencies usually don’t want or like.  It remains to be seen whether they change their mind for unmanned aircraft.  We have not seen much indication of that.  Insofar, we doubt that revoking the connectivity between UAV and controller is coming in the foreseeable future.  

What is, however, more likely is that ATC, through perhaps an USS, wishes to inform a remote pilot of certain activities such as airspace violations, possible collisions, and so forth.  Historically, ATC uses voice (radio calls) for that purpose, which is not a great option for operating an UAS.  In at least some cases, there may be options on the controller side—warning messages on the first-person-view display for example.  For less sophisticated line-of-sight UAVs, the UAV itself may “talk” to its remote pilot by showing uninstructing behavior—bopping, flashing lights, etc.  Such behavior could amount ot a partial hijack of the controller-UAV link, as the UAV reacts to a stimulus other than the remote pilot’s control input.  A more serious use could be a “fly home” or “land at current position” command issued by ATC.  None of those, however, would amount to a full “revoking of authorization” as asked in the question.  In particular, we do not see that ATC takes full control over an UAV—at best, it may set the UAV into an autonomous mode without expressed consent of the remote pilot.

There may be cases where the UAV is still on the ground and refuses to take control input for takeoff based on USS advise—for example, if a takeoff would get the UAV immediately into restricted airspace.  Such a behavior could be viewed as a revocation of authority.

	LGE
	Both are needed.

	Nokia
	UAV shall be allowed to establish PDU session with any DNN (e.g. where UTM/USS is deployed) like a normal UE. The PDU session to the UTM/USS has to be perminently maintained.

The 3GPP network shall not establish UAV3/UAV4 C2 connectionif they are not successfully registered at UTM/USS. This is to prevent a malicious UAVC controls UAV:

·  when UAV3/UAV4 C2 connection is via UTM/USS, the UTM/USS is responsible for establishing the UAV3/UAV4 C2 connection based on the result of UAV ID authentication and UAV/UAVC association authorization.

· when UAV3/UAV4 C2 connection is not via UTM/USS, the 3GPP network is responsible for establishing the UAV3/UAV4 C2 connection, based on the result of UAV ID authentication and UAV/UAVC association authorization notified by the UTM/USS.

	Airbus
	As referenced below in proposed Question #7: In the NASA and the FAA UTM Concept of Operations, the UTM architecture does not have a direct connection between the UAS and the USS, there is not currently a provision for a direct UTM to UAV link.
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Therefore, this statement is out of scope: UAV shall be allowed connectivity to USS by default. 

There exists the possibility that a manufacturer creates the UAV-UAV controller pairing, and verifies it even before the UAS operator buys it, then connects to UTM. Therefore, UAV-UAVc pairing should not be prevented from happening before UTM authorization, but there could be an API that allows UAV-UAVc pairing denial to be a feature. Therefore, this is an acceptable statement: The 3GPP system shall be capable, upon instruction from USS, to revoke the connectivity between the UAV Controller and the UAV.



	Lenovo/Motorola Mobility
	A UAV may request user plane connectivity for normal operations (e.g. downloading map updates, firmware updates, etc.). Such request of user plane resources do not require the UTM/USS to be involved as the 3GPP system interacts with the UTM/USS for remote identification & tracking only when a UAV has an active C2 session.

Hence, a request for use plane connectivity must be authorized/authenticated by a UTM/USS only when the UAV uses the connectivity for C2 operations.



	
	

	
	

	
	

	
	

	
	

	
	


5. Question 4: Geofencing

Geofencing is not explicitly mentioned in the scope or the current key issues, though it seems a very important aspect to enforce. Assuming the actual knowledge of geofenced areas (e.g. no fly zones) is an air traffic control matter not pertaining to the 3GPP system (i.e. only UTM performs actual air traffic control), does the group agree on ensuring solutions being discussed for the existing key issues also enable the 3GPP system to enforce geofencing?

Since UAVs may “misbehave”, e.g. not follow an approved flight path, enter a restricted zone, etc. (with the assumption that whether a UAV misbehaves or not is decided by the UTM), does SA2 agree that if cellular connectivity is available to the UAV, cellular connectivity must not be interrupted due to the UE misbehavior, to enable the system and the UTM to continue tracking and possible take control of the UAV?
Answers:

	Company
	Comments

	Qualcomm
	Yes, SA2 should since it impacts the connectivity and aerial services provided by the MNO.

However, regular 3GPP concepts of “forbidden zones” defined via Mobility Restrictions do not apply, since those mechanism would drop the UAV connectivity with the 3GPP system if the UAV enters such areas. However, if a UAV is misbehaving (e.g. UAV controller is not following approved flight plan), if cellular connectivity is lost due to MM mechanisms (e.g. Mobility Restrictions), then UTM has no reporting/tracking from the UAV and no way to control the UAC.

Mechanisms are needed to maintain at least connectivity with UTM for tracking and for control. 

However, only UTM shall perform ATC functions. UTM shall be capable of monitoring the UAV location (e.g. via Networked Remote ID relying on UAV-provided information, via LCS, or via a combination). The UTM shall be able to inform the UAV at application layer of misbehaviors (e.g. entering a no fly zone) and to control and command the UAV (e.g. return to base, land safely, etc.); this is out of scope of SA2. The UTM shall be able to control the UAV to UAV controller connectivity in case of misbehavior by revoking the connectivity between UAV and UAV controller, to allow only connectivity between UTM and UAV. This allows the UTM to track the UAV via Networked Remote ID and via e.g. LCS.

We see no need for the 3GPP system to directly enforce geofencing. 

	Futurewei
	Yes, the solution should enable 3GPP system to assist the geo-fencing which is one of key motivation for UAV ID and management. Because geo-fencing require comprehensive actions,  3GPP system can not play as sole entity to enforce geo-fence, instead assist Geo-fencing by working with UTM.  In this work, we assume 3GPP can take some USS roles to assist UAV traffic management, so 3GPP network has certain knowledge of UAV and its policy, such as its flight area restriction (Geo-fence). Per the regulation, Geo-fence not only apply the fly path after UAV in the air, but also include the restriction on the area where certain UAVs should not take off. Considering possibility of UE spoofing or bad-behaviors, UTM can’t fully trust UE’s report to enforce the Geo-Fencing.  The trusted 3GPP system with its LCS capability can become good USS to work together with UTM to enforce the gen-fencing. 3GPP can help in following cases:

1. Before UAV take off. If UAV is in the no-fly zone, the UAV is prohibited to take off and establish the connection with the controller. Due to lack of trust to UE by UTM, 3GPP as USS can use its LCS capability (even with simple cell info),   to determine if the UAV is in the no-fly zone or not and decide what geo-fence policy can be applied basing on the agreement between UTM and USS, such as if control connection with UAV controller or UMT  are allowed to be established for the UAV. 
2. The UAV is already in the air, but it is flying into a restricted area. Agreed with Qualcomm that UTM is the ATC but not 3GPP, so 3GPP can’t participate the action to control UAV’s flying behavior. But 3GPP can provide certain assistance on this type of Geofencing, such as using its LCS capability to track UAV and inform the location information to UTM; Per UTM instructions to modify the C2 connection between the UAV and UAV controller, including potentially establish the C2 connection between UAV and UTM to allow UTM to take over the control.   

	OPPO
	i. Yes, we support studying solutions on geo-fencing. In fact we consider the need for tracking and KI#5 on revocation already allow for such studies.
ii. We agree that when UAV is in breach of its flight operation parameters, 3GPP resources should not be immediately be revoked. There has to be a managed way to take back control (of the UAV) and this will have to be done with interactions and exception reporting amongst 3GPP, UE, UTM.

	TMUS
	We do not see it as the responsibility of the operator providing authentication and authorization to “police” the use of drones this is a function outside the PLMN.  Since existing 3rd party positioning systems are available to locate a UE, these may be used to assist/verify the UAV’s self-provided location data.

The PLMN should not completely sever connectivity to a drone at any time, but may take actions directed from the appropriate authority to remove direct UAV to UAV  controller connections and take over the control of the UAV either directly or indirectly, and for the authority to provide appropriate indications to the UAV controller.  However, as the API between the UAV and UAV controller is not expected to be standardized (and certainly not within 3GPP domain), how such actions occur are not anticipated to be defined from this study.

	Huawei
	Support of geofencing by MNO can provide the highest level of trust because the UAV/UAV Controller has no way to skip the UP connection (e.g. hijacking) to UTM for geofencing related authentication and authorization and the UAV / UAV Controller cannot modify the position reported by the network.

This is especially important to prevent individual UAVs taking off in confidential/restricted areas. In areas with low/no security requirements, geofencing by UTM/USS considering UE position provided by MNO is enough.

In order to reduce the load on the UTM and 5GS selective autonomous geofenced location reporting for individual UAVs should be enabled, for example if the UAV / UAV Controller is within an area with no restrictions then there is no need for the 5GS to report position, but if the UAV / UAV Controller is in an area where restrictions may apply then reporting should be performed to enable the UTM to make informed choices.

Additionally on-demand position reporting should be supported and TR 23.754 Solution 1 includes reporting all the authorised UAVs within a target area, which can be used to trigger the on-demand reporting.

	InterDigital
	Geofencing is part of Air Traffic Control which is absolutely UTM/USS functionality and 3GPP network should not be directly involved in these functionalities except providing tracking information. The enablers for geofencing, such as location tracking, UP connectivity for C2 communication, etc., are already covered by existing key issues.

Furthermore, the areas that the authorities designated as not allowed for UAV operation should not be mixed with the 3GPP mobility restriction areas, and 3GPP network needs not to be aware of those areas.

We suggest that the R17 UAS_ID study doesn’t directly address geofencing issues.

	Samsung
	Yes. we support to study on geo-fencing related issue.

	Tencent
	SA2 is better off not taking the responsibility of geofencing and any feature related to it. SA6 might take the burden for application-level study of this matter.

	LGE
	We think that actual air traffic control is out of 3GPP scope. Anyhow, the 3GPP System should assist the UTM to enable the air traffic control regarding geofencing by providing location information and tracking of UAV.

	Nokia
	Geofencing is important for UTM/USS, and 3GPP network can provide the capability (e.g. location service) as required to support Geofencing. However, how much enhancement to the 3GPP network is needed is questionable.

3GPP network supports capability of notification of UE presence in an area of interest since R15 (the fineset granularity is cell level). UTM/USS can subscribe from the 3GPP network on UAV presence in the forbidden zone defined as area of interest. Upon detection of UAV flying into a forbidden zone, the UTM can take the appropriate actions, e.g.:

· Request 3GPP network to revoke C2 connection between a UAV and its UAVC

· Request 3GPP network to establish a new C2 connection between a misbehaving UAV and a new UAVC for operation

· Establish a C2 connection to the misbehaving UAV for operation (it is assumed that there’s always UP connection between a UAV and a UTM)

· Others

The UTM/USS can take any action necessary, however, that is out of scope of 3GPP. The 3GPP network can provide the following capabilities:

· Notification on UE presence in an area of interest to the UTM based on subscription (existing)

· Establish/release network connection between a UAV and its UAVC per request of UTM

However, if there is any use case requiring finer than cell ID level flying forbiddon zone, some new solution is required.  

	Airbus
	Agree with Interdigital and TMobile that “policing” drones or enforcing geofencing is a function outside of the PLMN. Naturally, on request by USS, existing 3GPP LCS features can be used to locate the UAV, to assist/verify the UAV’s self-provided location data (this is already the assumption in SA1 and SA6 TRs/TSs).

Also agree that 3GPP should not revoke connectivity when a UAV has exceeded its geofence. 

Agree also that only UTM performs ATC like functions, and we believe the MNO should not take over control of the drone.

	Lenovo/Motorola Mobility
	We assume that cellular connectivity mentioned above is the UAV having a user plane connectivity via the 3GPP system.

If the UAV has an active user plane connectivity for C2 operation and the UAV is misbehaving, then one approach is that the UTM/USS to take control of the UAV using the UAVs existing connectivity. This decision is up to the UTM/USS, that is, the 3GPP system does not make a decision to release the connection unless explicitly configured by the UTM/USS.

If the UAV has user plane connectivity for non-C2 operations then the existing procedure defined in 3GPP for releasing the connection is applicable.

	
	

	
	

	
	

	
	

	
	

	
	


6. Question 5: Activation of RAN features 

Should activation of RAN aerial feature be based only on verifying that the UAV has a subscription that enables aerial features, or should it be subject to successful UAV authentication to ensure that unauthorized UAV do not take advantage of RAN aerial features?
Answers:

	Company
	Comments

	Qualcomm
	Activation of RAN aerial feature should be subject to successful UAV authentication to ensure that unauthorized UAV do not take advantage of RAN aerial features.

An authorized UAV cannot take advantage of aerial feature, thus the use of cellular link for command and control suffers from performance limitations. 

	Futurewei
	Per SA1 requirement below, UAV RAN feature can be activated for UAV ID basing on UAV’s subscription.  This also means the unauthorized UAV should not take advantage of those features.

“ 
[R-5.1-016] The 3GPP system shall support the UAS identification and subscription data which can differentiate the UAS with UAS-capable UE and the UAS with non-UAS-capable UE. 

     NOTE: 
UAS-capable UE refers to the UE which support interaction capability with UTM and certain 3GPP communication features which 3GPP provides for UAS
“

	OPPO
	Before committing to whether “activation of RAN aerial feature be based only on verifying that the UAV has a subscription that enables aerial features” or “subject to successful UAV authentication”, can you clarify what are these “RAN aerial features”? 
Are these “RAN aerial feature” what have been described in the old RAN WID 
(RP-172801) or something else?
Unless we have misunderstood or misread, we find  no mention of “RAN aerial feature” in SA SID. In fact in all the work tasks we are approved to pursue, all these work tasks have no RAN dependencies.

	TMUS
	Without the RAN aerial features the PLMN may be impacting the connectivity to the UAV, therefore revocation of UAV authentication should not disable the RAN aerial features if the UAV is in flight.  Otherwise RAN aerial features should not be activated until after successful UAV authentication.

	Huawei
	It can reuse the mechanism in R15 that MME provides the aerial subscription of UAV UE to RAN for using the aerial features. 

As the activation of RAN features may impact the ground UEs, so how to minimise the impact to ground UEs should be considered. This needs RAN WG coordination for whether a more dynamic enablement or not based on whether the UAV is in flight (e.g. perhaps using information from UTM or other sources of information) is required.

	InterDigital
	In our view this is not needed during this study as this would create RAN impacts (activation of RAN aerial features conditional on successful authentication and authorization by UTM vs based on subscription alone). Currently there is an assumption of minimal RAN dependency (RAN supposedly does not start R17 work until Q3)

	Samsung
	Same opinion with OPPO. 

Need more clarification on the problem for the correct understanding. 

	Tencent
	One should get what one pays for and what one needs.  With repsect to this question, it appears that in order to take advantage of RAN features related to aerial work, both following conditions should be true: a) the UAV has a valid subscription for the aerial features, and b) the UAV is authenticated.

	LGE
	For 5GS, the feature to support operating Aerial UE function over E-UTRAN specified in Rel-15 can be re-used. We don’t think this study has to cover this aspect because the RAN aerial feature can be made during normative phase or progressed by request from RAN.

	Nokia
	Aerial feature activation at CN and at RAN shall be synchronized for UAVs, i.e. when all the necessary authentications and authorizations are successful at 5GC, 5GC activates the aerial feature to NG-RAN, e.g. over the subscription information.

	Airbus
	Agree with OPPO on the need for clarification of what the RAN aerial features are, as well as what “activation” is. 

Answer to the question: after successful authentication/authorization.

Agree with TMobile also, that any aerial features should not be disabled during flight to incur unpredicted connectivity/behavior.

	Lenovo/Motorola Mobility
	Currently, activation of RAN aerial feature is carried out when a UAV attaches/registers to the network by verifying the UAVs subscription. A UAV will make use of the RAN aerial feature when the UAV has an active C2 session. In our view authentication with a UAV is required when the UAV requests user plane connectivity for C2 operation. Only after the UTM/USS authorizes the request the UAV will make use of this feature. Hence there is no need to change the existing method on how a RAN aerial feature is activated and the existing procedure can be re-used.

.



	
	

	
	

	
	

	
	

	
	

	
	


7. Question 6: Support of Broadcast Remote ID 

Though the use of PC5 for Broadcast Remote ID is out of scope for Rel. 17, should the overall Rel. 17 solution for UAV identification enable the use of Broadcast Remote ID as required by FAA regulations?
Answers:

	Company
	Comments

	Qualcomm
	Yes. In rel. 17 the solution would just use BT and Wi-Fi. In future releases, this can be made to apply to PC5 without requiring redesign of the UAV identification, authentication, and authorization mechanisms.

	Futurewei 
	Yes, broadcast remote ID is needed to be considered in overall framework for release 17, as this is one of the mandatory requirement alone with network publishing feature from US FAA for UAV ID and tracking, while Other region has similar requirement like China.  

	OPPO
	We support that the solutions for UAV identification that we work on and finally choose should be forward compatible.

	TMUS
	

	Huawei
	Yes. Support of Broadcast Remote ID may leverage the 5G ProSe mechanism such as PC5 discovery and communication in the future.

	InterDigital
	In our view, definition of UAV identification for network based (network publishing) Remote ID should be sufficient for Rel. 17 work. 

· As per FAA a consistent id should be used in both use cases (network publishing, local broadcast).  

· Besides, support for Broadcast Remote ID use case may also be dependent on the outcome of ongoing 5G ProSe study.

Our view is that a proper specification of UAS identification as per Question 1 while focusing on the network publishing remote id use case should be sufficient during this study to prepare for the support for broadcast remote ID.

	Samsung
	Yes. 

we need to consider that UAV identification support broadcast mechanisms in the future. We propose to use this aspect to use as a one of evaluation criteria, but not want to discuss explicitly on the D2D or Broadcast mechanism during rel17 study.

	Tencent
	FAA’s general preference is requiring both broadcast and network ID, for certain sizes of UAVs. We believe broadcast ID is necessary for rel-17, but we also agree that BT or Wi-Fi are all that’s needed for Rel. 17.

	LGE
	We can consider support of Broadcast Remote ID in Rel-17 for future-proof.

	Nokia
	Neutral. Broadcast Remote ID is out of scope for Rel. 17, only when a common solution is applied for both Broadcast Remote ID and a networked Remote ID, it can be considered.

	Airbus
	We request clarification of this question on the concrete impact on 3GPP / this SA2 TR. Is the question asking if the UAV ID Rel.17 solution should allow for Broadcast Remote ID as required by the FAA? If so, yes, 3GPP should allow for Broadcast Remote ID, the solution should not prevent broadcast remote identification, keeping in mind that the broadcast solutions may not be utilizing 3GPP standards.

	Lenovo/Motorola Mobility
	Yes the solution for UAV identification should also enable use of Broadcast Remote ID.

	
	

	
	

	
	

	
	

	
	

	
	


